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Abstract 

The IT Helpdesk application at PT Petrokimia Gresik faced significant 

challenges with the initial version (V1), which relied heavily on manual incident 

reporting. This led to delays and errors, especially in managing urgent issues for 

high-priority users, such as executives. To address these limitations, Helpdesk TI 

PKG V2 was developed, incorporating an automatic network failure detection 

feature. This enhanced version integrates Zabbix, an open-source network 

monitoring tool, to detect network issues like high latency, packet loss, and 

downtime in real-time, without requiring user input. When an anomaly is detected, 

Zabbix sends an alert to the Laravel-based backend system via webhook, where the 

issue is logged, and a helpdesk ticket is automatically created. Additionally, to 

ensure quick responses from the network support team, real-time notifications are 

sent to a Telegram group. This feature allows staff to receive alerts on their mobile 

devices, enabling faster action even when they are away from their desks. The 

integration of Telegram notifications ensures that network issues are promptly 

addressed, improving service continuity for critical users. The implementation of 

these features has significantly improved incident response times, reduced manual 

workload, and enhanced overall operational efficiency. 
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I. INTRODUCTION 

In large-scale enterprise environments, maintaining continuous network availability is critical, especially 

for high-priority users who require uninterrupted IT services. PT Petrokimia Gresik faced significant 

challenges in managing IT incidents with the initial version (V1) of the Helpdesk TI PKG application [1], 

[2], [3], [4], which relied on manual reporting of technical issues through a web-based form. This manual 

dependency led to delays and potential errors in handling incident reports [5], particularly for urgent cases 

involving strategic-level users. The problem was compounded by the lack of proactive network failure 

detection capabilities in V1 [6]. 
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To address these limitations, the Helpdesk TI PKG V2 application was developed with an automatic 

network failure detection feature. This enhanced system eliminates the need for manual issue reporting and 

integrates with Zabbix a real-time open-source monitoring system to automatically detect anomalies such 

as high latency, packet loss, or network downtime without requiring user input. Data from Zabbix is sent 

via a webhook to a Laravel-based backend, which logs the event as an incident in the helpdesk and notifies 

the IT support team without any user intervention [7], [8], [9]. 

Furthermore, to improve responsiveness, the system now also includes the capability to send instant 

notifications to Telegram [10], [11]. This ensures that network staff can receive alerts about network issues 

immediately, even when they are not in front of their computers, allowing them to respond more quickly 

and effectively. 

This solution not only reduces the reliance on manual operations but also significantly enhances 

operational efficiency by ensuring faster response times and reducing delays in addressing critical issues, 

especially for VIP users such as executive staff. The goal of this development is to enhance the system's 

intelligence through automatic data input, issue classification, and real-time notifications, thereby ensuring 

faster response times and minimizing reliance on manual operations. This project aims to improve proactive 

IT incident management and reliability, while also minimizing service downtime for critical users, and 

serves as a practical reference for implementing smart incident detection in enterprise IT support 

environments. 
 

II. RELATED WORKS 

Research into intelligent network monitoring and automated fault detection has significantly accelerated 

in recent years, driven by organizations' continuous efforts to minimize downtime and enhance IT service 

response times. Zabbix, an open-source monitoring solution, has become a widely adopted tool in enterprise 

environments for real-time network oversight, offering robust capabilities such as anomaly detection, 

performance metrics tracking, and automated alerting [12], [13]. These features establish Zabbix as a 

foundational technology for developing proactive IT support solutions. 

Historically, helpdesk systems have primarily focused on manual ticket management and user-initiated 

reporting processes [14], [15], [16], [17]. While some existing implementations have introduced basic 

automation for ticket categorization, a substantial reliance on human intervention persists, particularly in 

identifying and responding to critical network issues. This dependency on manual processes frequently 

results in delayed responses, which is particularly detrimental in environments where service availability is 

paramount. 

To address these enduring challenges, various researchers have explored the integration of monitoring 

systems with backend infrastructure [18]. However, there remains a notable gap in studies that 

comprehensively combine real-time network monitoring, webhook communication, and automated ticket 

generation within a unified helpdesk framework. This paper aims to build upon previous research by 

introducing a feature that automatically detects network failures and generates incident reports without 

requiring manual user input, thereby significantly enhancing the responsiveness and overall efficiency of 

IT support systems. 
 

III. METHODS 

The methodology for developing the automatic network failure detection feature in Helpdesk TI PKG 

V2 is rooted in a well-structured, three-layer architecture: Input, Process, and Output. This design provides 

a clear roadmap for how the research will be conducted and how the theoretical underpinnings, particularly 

those related to real-time monitoring and automated incident management, will be translated into a 

functional system. 
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Figure 1. Design Architecture Common 

 
A. Input Layer 

The Input Layer is responsible for gathering comprehensive data from various sources. In the case of 

Helpdesk TI PKG V1, manual reporting by users through a web-based interface was the primary method 

of data input. However, this process introduced delays and potential errors, particularly with urgent issues. 

With the introduction of Helpdesk TI PKG V2, a shift to automated network failure detection was 

implemented. The Zabbix monitoring system is used to automatically monitor the network and detect 

anomalies such as packet loss, high latency, or network downtime. Network administrators configure 

devices for active monitoring within Zabbix by setting triggers for specific conditions such as server 

downtime or resource overutilization. Additionally, users can still submit issue tickets and complaints 
through a web-based interface using text and file uploads for non-network-related issues [19]. 

Moreover, an innovative feature in V2 is the integration with Telegram, which ensures that network staff 

receive immediate notifications via Telegram messages when critical issues are detected. This real-time 

alerting mechanism ensures that the network support team can act quickly, reducing response times and 

improving operational efficiency. 
 

Figure 2. Network Performance Monitoring Graph 

B. Proses Layer 

The Process Layer involves the core operations executed after data is received from the Input Layer. 

When Zabbix detects anomalies in the network, such as high latency, packet loss, or downtime, it flags the 

issue as a "PROBLEM" and sends a real-time alert via a webhook to the Laravel-based backend. The 

incident data received through the webhook contains structured information such as the problem 

description, the affected host, timestamp, and severity level. Once the Laravel backend receives this data, 

it processes the information and stores it in the PostgreSQL database for further tracking and visualization. 
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The system then automatically generates an incident ticket within the helpdesk interface, which can be 

accessed by the IT personnel for further resolution. This allows the creation of incident tickets without 

requiring manual input from the user, thus reducing reliance on manual reporting and speeding up the 

response time to issues. Additionally, when an incident affects VIP users, such as executives or directors, 

the system automatically prioritizes the alert and escalates the issue to ensure quick and timely handling. 

This feature ensures that critical issues are immediately addressed, minimizing response times and 

improving operational efficiency in IT incident management. 

Integration with Telegram also plays a crucial role in this process layer, enabling real-time notifications 

to be sent directly to network staff through Telegram [20]. This ensures that the IT team can respond to 

issues quickly, even when they are not in front of a computer, with complete information about the incident 

at hand. 

 
Figure 3. Notification Problem From Zabbix 

C. Output Layer 

The Output Layer handles the delivery of processed data and information to the users. The primary 

output is the creation of incident tickets in the helpdesk system, which are visible in the Laravel dashboard. 

This allows IT personnel to track, manage, and resolve issues efficiently. The system provides 

administrators with a centralized view to review the incident, edit entries, and forward them to relevant 

departments. Additionally, the system supports daily and monthly data recaps that can be exported in 

formats like Excel and PDF for reporting purposes. 

For real-time monitoring, the Zabbix dashboard continuously displays the status of network devices, 

while the Laravel dashboard provides a comprehensive view of all incidents. With the Telegram integration, 

IT staff are also notified instantly about critical incidents, enabling them to respond promptly to ensure 

network stability. 

This architecture ensures a smooth flow of information, from the initial detection of a network issue 

through Zabbix to the creation of incident tickets in the helpdesk system. The seamless integration of 

automated monitoring, intelligent issue classification, and Telegram notifications guarantees that issues are 

identified and resolved as quickly as possible, providing proactive and reliable IT support. 
 
 

Figure 4. Detail Issue 
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Figure 5. Detail Issue In Telegram Group 

 

Figure 6. Design Architecture Network Failure Detection Feature 

 

IV. RESULTS AND DISCUSSIONS 

This section describes the technical implementation of the backend system for the network monitoring 

and alert visualization platform, utilizing Zabbix 6.0 LTS as the monitoring tool to detect network issues 

and service problems in real-time. Zabbix communicates with the backend via webhook notifications 

(JSON payloads) to a dedicated endpoint in the Laravel 5 (PHP 7.3)-based system, with PostgreSQL 4.8.1 

as the database. Zabbix’s built-in alerting system handles notifications, and future plans include integrating 

Redis for background job support. Git+GitHub is used for version control [21], with deployment managed 

through ngrok V3 [22], [23], and API documentation provided via Postman [24], [25]. 

Zabbix serves as an external, real-time monitoring engine that interacts with the backend via webhook 

mechanisms, automatically sending problem data when anomalies like packet loss, latency spikes, or device 

downtime are detected. This integration eliminates the need for manual issue reporting, improving response 

times and accuracy in handling issues. The system is designed to detect network failures automatically, 

logging issues and sending alerts without requiring user input. 

The Laravel-based application is deployed on a publicly accessible web server, allowing seamless 

integration with Zabbix through webhook communication. Zabbix is configured to send incident data to a 

specified endpoint in the Laravel application. When the webhook is received, Laravel processes the data 

and stores it in the PostgreSQL database for further tracking and visualization. This allows efficient 

management of network incidents, from detection to resolution. 

During the development phase, a MikroTik RB750 router was used as the main network gateway, and 

the system was tested to evaluate its real-time monitoring behavior [26], [27], [28]. Zabbix was configured 

to monitor network devices like MikroTik routers using SNMP (Simple Network Management Protocol) 

and the Zabbix Agent protocol [29], [30], [31]. Key metrics such as latency, CPU usage, memory load, 

packet loss, and bandwidth were continuously monitored. When any predefined thresholds were breached, 
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such as network cable disconnections or latency spikes, Zabbix would generate an alert and forward the 

event data to the Laravel system. 
The system implements the following key functions: 

a. Real-time network failure detection: Zabbix detects network issues such as cable disconnections or 

downtime and automatically creates an incident ticket in the Helpdesk TI PKG V2 system. 

b. VIP monitoring and early detection: The system prioritizes incidents affecting high-level users, 

such as executives, and immediately escalates these issues to ensure prompt resolution. 

c. Automated issue tracking and notification: The system automatically generates incident tickets and 

logs them in the helpdesk interface, reducing manual input and speeding up response times. 

In addition, a new feature was implemented to send notifications to a Telegram group. When a network 

issue is detected, the system automatically sends a real-time alert to a Telegram group, ensuring that the 

network support team is immediately notified. This allows IT staff to receive notifications directly on their 

mobile devices, ensuring quicker response times even when they are away from their computers. The 

integration with Telegram groups ensures that the team can stay informed and act on critical issues more 

efficiently. 

The system was tested under various network failure scenarios, such as simulated cable disconnections 

and router downtime, to validate the effectiveness and speed of the automation process. During testing, 

Zabbix successfully detected issues, sent webhook alerts to Laravel, and automatically generated tickets 

within the helpdesk system. Additionally, Telegram notifications were successfully sent to the designated 

group, allowing the network staff to respond to incidents swiftly. 

Future testing will include further validation to assess system scalability, performance under high traffic 

conditions, and overall reliability. These tests will focus on ensuring that the system remains stable and 

responsive as network traffic increases, and that the Telegram group notifications function smoothly, even 

with a larger volume of incidents. 

 

Figure 7. Network Topology 
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V. CONCLUSIONS AND RECOMMENDATIONS 

The development of the automatic network fault detection feature in the Helpdesk TI PKG V2 

application at PT Petrokimia Gresik has successfully addressed the limitations of the previous system, 

which relied heavily on manual incident reporting and verification. By integrating Zabbix as a real-time 

network monitoring tool and connecting it to the Laravel-based Helpdesk system via webhook, the 

application can now detect anomalies such as cable disconnections and automatically generate tickets 

without user intervention. The implementation of this automation has significantly improved the response 

time, reduced the workload for IT administrators, and ensured faster handling of critical issues especially 

for high-priority users such as executive staff. Overall, this project enhances the reliability and efficiency 

of IT support services through proactive incident management and automation.. 
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