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Abstract  
 

A security camera must be easy to control because users need to be able to monitor 
and control it even when they are in another place. To accommodate this need, security 
cameras are generally controlled by a computer, then the data is sent to a web server 
that can be accessed by users. However, the system is quite complicated because it still 
requires a computer, as well as the additional cost of renting a website server. In this 
study, computer functions were replaced with the ESP32 microcontroller, and the 
website server as well as the application interface was replaced with the Telegram BOT. 
The ESP32 microcontroller was chosen because its function is almost the same as a 
computer, while the Telegram BOT can be used free of charge. This study focuses on 
testing the success rate of the system in responding to commands given via the 
Telegram BOT, with the type of command connecting the Telegram BOT with 
ESPCam, turning on or off the LED flash, taking pictures, and the combination. Based 
on the tests that have been carried out for all existing command combinations, with 
each test being repeated 25 times, it was found that the success rate of the system 

reached 84.67%.  
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I. INTRODUCTION 

Ease of control is an important aspect of a security camera system. This is because users want to be able 

to monitor and control security cameras, even if they are in another place. So, security cameras need to be 

connected to a web server, so that users can monitor and control security cameras. To be able to connect to 

a web server, a security camera is generally equipped with a computer device that functions to control the 

camera based on commands from the user, as well as sending images or video from the camera to the web 

server. 

However, a security camera system consisting of a camera, computer and web server becomes less 

practical because of the large number of devices needed, even requiring an operator. So the ESP32 

microcontroller can be used in security camera systems to make it more practical and still able to work 

according to its main function. The ESP32 microcontroller has the same function as a computer, but with a 

much smaller size. The ESP32 microcontroller is also equipped with Wi-Fi so that it can be connected to 

the internet network. 

As an alternative to a web server, in this study Telegram BOT is used. The ESP32 microcontroller will 

receive an image from the security camera, then send it to the user's Telegram account. Users can also send 

commands to the security camera system via the Telegram BOT. 

This research specifically tests the control of the security camera system through the Telegram BOT. 

Testing is carried out by sending commands to security cameras via Telegram BOT, then observing the 

suitability of the security camera's response to the commands given. The commands that can be given 

consist of commands to connect the Telegram BOT with a security camera system, commands to take 

photos, commands to turn on or turn off the LED flash, and their combinations. Each test combination was 

repeated 25 times.  

II. RELATED WORKS 

The security camera system designed in this study consists of three main parts, namely the ESPCam as 

the camera, the ESP32 microcontroller as the controller, and the Telegram BOT as the interface.  

ESPCam or ESP cameras can be used as security cameras, surveillance cameras, detection devices, or 

other things that require visual images. One that is quite interesting is the use of ESPCam in an emergency 

tool for women's safety. The tool consists of an ESP32 module, ESPCam, and a GPS module, as well as an 

internet connection. When in an emergency, the user can press a button that will trigger the device to 

activate GPS position data, take pictures using ESPCam, and send them to the nearest security (police) [1]. 

ESPCam can also be used as a surveillance camera, for example in an automatic sprinkler system [2] or as 

a surveillance camera placed on a mobile device [3]. Apart from that, ESPCam can also distinguish images 

with certain characteristics, for example, the image of wet tobacco with green characteristics and the image 

of dry tobacco with brown characteristics [4]. 

Internet Of Things projects that work in real-time for monitoring or supervision purposes must inevitably 

be accompanied by an adequate interface. At least a real-time interface is required and can be connected 

wirelessly to the device. Apart from that, good data storage support is also needed, considering that Internet 

of Things project data is generally real-time and continuous. Several types of interfaces or data storage 

methods that may be used include storing in a local database [5] or using a website server that can function 

as an interface as well as data storage [6] [7], other options can also utilize Internet supporting applications. 

Of Things like Blynk [8] [9] although with a long delay. Another alternative is to create your own interface 

design which can also be used as a data storage system, for example using Visual Basic [9], or using other 

applications [10]. However, in this study, BOT Telegram was used as an interface as well as storage, given 

its non-paid nature and also the delay which was not too long. 

III. METHODS 

The whole system can be categorized into three parts, namely ESPCam, ESP32 microcontroller and 

Telegram BOT. Telegram BOT in this study functioned as an interface for users. Through the Telegram 

BOT, users can send commands and at the same time see the results of the system's response to the 
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commands given. For example, if the user gives the command to turn on the LED flash and take a picture, 

then the user will be able to see the picture taken by ESPCam on the Telegram BOT. Commands sent by 

users via BOT Telegram are sent wirelessly to the ESP32 microcontroller.  

 
Figure 1. Overall system overview 

The ESP32 microcontroller functions as an ESPCam controller and also communicates with the Telegram 

BOT. ESP32 will receive commands from BOT Telegram, then execute those commands, then send the 

results back to BOT Telegram wirelessly. For example, if a user sends a command to take a picture, ESP32 

will receive the command and then forward it to ESPCam. Images obtained from ESPCam are then sent to 

ESP32 to be sent back to BOT Telegram. 

The third part is the Telegram BOT which functions as the application interface. Through this Telegram 

BOT users can send commands to the system and can also see the results of the execution of these 

commands. For example, the user sends a command to the system to take a picture, then after the image 

has been taken by ESPCam it is then sent to the Telegram BOT so that the user can see the results of the 

image. 

IV. RESULTS AND DISCUSSIONS 

This study focuses on testing the appropriateness of the response from ESPCam to commands given by 

users via BOT Telegram. The commands that can be given consist of commands to connect Telegram BOT 

with ESPCam, commands to turn on or turn off the LED flash, as well as commands to take pictures, as 

well as combinations of commands to take pictures and commands to turn on or turn off the flash LED. 

The first test is the Telegram BOT connection test to ESPCam. The test is carried out by connecting 

Telegram BOT with ESPCam wirelessly, then observing whether the Telegram BOT with ESPCam is 

successfully connected or not. If the Telegram BOT is successfully connected to ESPCam, it will be given 

a success statement, otherwise, if the Telegram BOT cannot be successfully connected to ESPCam, it will 

be given a failed statement. The test was carried out 25 times. 

 
Table 1. Testing Telegram BOT connection with ESPCam 

No Expected Results Obtained Results Information 

1 Connected Connected Success 

2 Connected Connected Success 

3 Connected Connected Success 

4 Connected Connected Success 

5 Connected Not Connected Failed 
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6 Connected Connected Success 

7 Connected Connected Success 

8 Connected Connected Success 

9 Connected Connected Success 

10 Connected Connected Success 

11 Connected Connected Success 

12 Connected Connected Success 

13 Connected Connected Success 

14 Connected Not Connected Failed 

15 Connected Connected Success 

16 Connected Connected Success 

17 Connected Connected Success 

18 Connected Connected Success 

19 Connected Connected Success 

20 Connected Connected Success 

21 Connected Connected Success 

22 Connected Not Connected Failed 

23 Connected Not Connected Failed 

24 Connected Connected Success 

25 Connected Connected Success 

 average percentage of success is 84% 

 

 

 

Table 1 displays the results of testing the con Telegram BOT extension to ESPCam. It can be seen that 

the 25 tests, the results were successful 21 times and failed 4 times in the 5th, 14th, 22nd and 23rd tests. 

The failed results were obtained because the Telegram BOT was not connected to ESPCam. But overall, 

the percentage of successful BOT Telegram connections to ESPCam is 84%. The second test is to test the 

command to take pictures. The test is carried out when the Telegram BOT is connected to ESPCam, then 

the user gives commands to ESPCam to take pictures (and send them) via the Telegram BOT. Then 

analyzed the response from ESPCam to the command. If the ESPCam is successful in fetching and sending 

the image, then the status is success. Conversely, if the ESPCam fails to take a picture and send it, the status 

is failed. The test was carried out 25 times. 

Table 2. Testing the command to take pictures 

No Expected Results Obtained Results Information 
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1 Photos taken Photos taken Success 

2 Photos taken Photos taken Success 

3 Photos taken Photos taken Success 

4 Photos taken Photos not taken Failed 

5 Photos taken Photos taken Success 

6 Photos taken Photos Taken Success 

7 Photos taken Photos taken Success 

8 Photos taken Photos taken Success 

9 Photos taken Photos taken Success 

10 Photos taken Photos taken Success 

11 Photos taken Photos taken Success 

12 Photos taken Photos taken Success 

13 photos taken Photos taken Success 

14 photos taken Photos taken Success 

15 Photos taken Photos taken Success 

16 Photos taken Photos not taken Fail 

17 Photos taken Photos taken Success 

18 Photos taken Photos taken Success 

19 Photos taken Photos not taken Fail 

20 Photos taken Photos taken Success 

21 Photos taken Photos taken Success 

22 Photos taken Photos taken Success 

23 Photos taken Photos taken Success 

24 Photos taken Photos taken Success 

25 Photos taken Photos taken Success 

 average percentage of success is 88% 

 

Table 2 displays the results of testing the command to take pictures on ESPCam. It can be seen that of 

the 25 tests, the majority are successful (22 tests). However, the failed results also occurred in tests 4, 16, 

and 19, the failed status occurred because ESPCam failed to carry out the appropriate command given by 

the user via BOT Telegram, namely the command to take pictures. Based on the whole test, the average 

percentage of success reaches 88%. 
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The third test is testing the command to turn on the flash LED. Testing is carried out when the LED flash 

is off, then the user gives the command to ESPCam to turn on the LED flash via the Telegram BOT. 

ESPCam's response to user commands is then analyzed. If the ESPCam successfully fires the LED flash 

then the status is success. Conversely, if the ESPCam fails to turn on the flash LED, then the status is failed. 

The test was carried out 25 times. 

Table 3. Testing the command to turn on the flash LED 

No Result Expected Results Obtained Information 

1 Flash On Flash On Success 

2 Flash On Flash On Success 

3 Flash On Flash On Success 

4 Flash On Flash On Success 

5 Flash On Flash On Success 

6 Flash On FlashOn Success 

7 Flash On Flash On Success 

8 Flash On Flash On Success 

9 Flash On Flash On Success 

10 Flash On Flash Not On Fail 

11 Flash On Flash On Success 

12 Flash On Flash Not On Fail 

13 Flash On Flash On Success 

14 Flash On FlashOn Success 

15 Flash On Flash On Success 

16 Flash On Flash On Success 

17 Flash On Flash On Success 

18 Flash On Flash Not On Fail 

19 Flash On Flash On Success 

20 Flash On Flash On Success 

21 Flash On Flash On Success 

22 Flash On Flash Success 

23 Flash On Flash Not On Failed 

24 Flash Running Flash Flashing Success 

25 Flash Flashing Flash Flashing Success 
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 average percentage of success is 84% 

 

Table 3 shows the results of testing the command to flash the LED on the ESPCam. It can be seen that 

of the 25 tests, the majority were successful (21 tests), but failed results also occurred in the 10th, 12th, 

18th and 23rd tests. The failed status occurred because ESPCam was unable to carry out the appropriate 

command given by the user via BOT Telegram, namely the command turn on the LED flash. Based on the 

whole test, the average percentage of success reaches 84%.  

The fourth test is testing the command to extinguish the flash LED. Testing is carried out when the LED 

flash is on, then the user gives the command to ESPCam to turn off the LED flash via Telegram BOT. 

ESPCam's response to user commands is then analyzed. If the ESPCam manages to extinguish the flash 

LED then the status is success. Conversely, if the ESPCam fails to extinguish the flash LED, then the status 

is failed. The test was carried out 25 times. 

Table 4. Testing the command to extinguish the flash LED 

No. Expected results. Obtained results. Information 

1. Flash Off Flash Off Success 

2 Flash Off Flash Off Success 

3 Flash Off, Flash Off Success 

4 Flash Go On, Flash Go On Success 

5 Flash Go On , Flash Does Not Go On Fail 

6 Flash Go On Flash Unsuccess 7 

Flash Unsuccessful Flash Unsuccessful 8 

Flash Unsuccessful Flash Unsuccessful 9 

Flash Unsuccessful Flash Unsuccessful 10 

Flash Unsuccessful Flash Unsuccessful 11 

Flash Unsuccessful Flash Unsuccessful 12 

Flash Unsuccessful Flash Flash 

Flash 13s Unsuccessful 14 

Extinguishes Unsuccessful Flash Success 

15 Flash Off Flash Off Success 

16 Flash Off Flash Off Success 

17 Flash Go On Flash Go On Success 

18 Flash Go On Flash Go On Success 

19 Flash Go On Flash Go On Fail 

20 Flash Go On Flash Go On Fail 
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21 Flash Go Flash Go Success 

22 Flash Go Flash Go Success 

23 Flash Padam Flash Padam Success 

24 Flash Padam Flash Padam Success 

25 Flash Padam Flash Padam Success 

 The average percentage of success is 88% 

 

Table 4 shows the results of testing the command to extinguish the LED flash on the ESPCam. It can be 

seen that of the 25 tests, the majority were successful (22 tests), but failed results also occurred in the 5th, 

19th and 20th tests. The failed status occurred because ESPCam was unable to carry out the appropriate 

command given by the user via BOT Telegram, namely the command to extinguish flash LEDs. Based on 

the whole test, the average percentage of success reaches 88%. 

The next test, namely tests 5 and 6, is a test for a combination of the command to take pictures and turn 

on or turn off the LED flash. The fifth test is testing the command combination to take a picture and turn 

on the flash LED. Testing is carried out when the ESPCam and Telegram BOT are connected and the LED 

flash is off, then the user gives the command to ESPCam to turn on the LED flash and take pictures through 

the Telegram BOT. ESPCam's response to user commands is then analyzed. If the ESPCam successfully 

fires the LED flash and takes a picture, then the status is success. Conversely, if the ESPCam fails to turn 

on the LED flash and take a picture, the status is failed. The test was carried out 25 times. 

Table 5. Testing the command to turn on the flash LED and take pictures 

No. 
Command 

Hope Result Status 
LED ESPCam 

1 On Take picture LED on, picture taken Picture taken and Flash Not 
On 

Fail 

2 On Take picture LED on, picture taken Picture taken and Flash On Success 
3 On Take picture LED on, picture taken Picture taken and Flash Flashes Success 
4 Flashes Take picture LED lights up, picture is 

taken 
Picture is not taken and Flash 

Flashes 
Fails 

5 Lights Take picture LED lights up, picture is 
taken 

Picture is taken and Flash 
Flashes 

Success 

6 Lights Take picture LED lights up, picture is 
taken 

Picture is taken and Flash 
Flashes 

Success 

7 Flashes Take picture LED is on, picture is taken Picture is taken and Flash is On Success 
8 Flashes Take picture LED is on, picture is taken Picture is taken and Flash is Successful 
9 Lights Take picture LED is on, picture is taken Picture is taken and Flash is Successful 
10 Lights Take picture LED is on, captured image 

Captured 
image and Flash On Success 

11 On Capture g 
Picture 

LED is on, picture is taken Picture is taken and Flash is On Success 

12 Flashes Take picture LED is on, picture is taken Picture is not taken and Flash is Failed 
13 Flashes Take picture LED is on, picture is taken Picture is taken and Flash is Successful 
14 Lights Take picture LED is on, picture taken Picture taken and Flash Flashes Success 
15 Lights Take picture LED is on, picture is taken Picture taken and Flash Flashes Success 
16 Picture Take picture LED is on, picture is taken is taken and Flash Goes Success 
17 Flashes Take picture LED is on, picture is taken Picture is taken and Flash On Success 
18 On Take picture LED is on, picture is taken Picture is taken and Flash is On 19 

Flashes Take picture LED is on, picture is taken taken and Flash is On Success 
20 Success Take picture LED is on, picture is taken Picture Successful 
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21 Flashes Take a picture LED lights up, and Flash On Success 
22 On Take picture LED is on, picture is taken Picture is taken and Flash is 

Not Flashing 
Failed 

23 Flashes Take picture LED is on, picture is taken Picture is taken and Flash is On 24 
Flashes Success Take picture LED is on, picture is taken Picture Successful 

25 Turns 
on 

Take a picture LED lights up, the picture is 
taken 

The picture is taken and the 
Flash Flashes 

Successfully 

 
Total success percentage is 

 
84% 

 

Table 5 shows the results of testing the command combination to turn on the flash LED and take pictures 

on ESPCam. It can be seen that of the 25 tests, the majority were successful (21 tests), but failed results 

also occurred in tests 1, 4, 12 and 22. The failed status occurred because ESPCam was unable to carry out 

the appropriate command given by the user via BOT Telegram, namely the command turn on the LED flash 

and take a picture. Based on the whole test, the average percentage of success reaches 84%. 

The sixth test is testing the command combination to take pictures and extinguish the LED flash. Testing 

is carried out when the ESPCam and Telegram BOT are connected and the LED flash is on, then the user 

gives the command to ESPCam to turn off the LED flash and take pictures through the Telegram BOT. 

ESPCam's response to user commands is then analyzed. If the ESPCam manages to extinguish the LED 

flash and take a picture, then the status is success. Conversely, if the ESPCam fails to extinguish the LED 

flash and take a picture, the status is failed. The test was carried out 25 times. 

Table 6. Testing the command to extinguish the LED flash and take pictures 

No. 
Command 

Hope Result Status 
LED ESPCam 

1 Off Take picture LED goes off and picture is taken LED goes off and picture is 
taken 

Success 

2 Off Take picture LED goes off and picture is taken LED goes off and picture is 
taken 

Success 

3 Off Take picture LED goes off and picture takes LED 
goes off and picture 

takes Success 

4 Off Take picture LED goes out and picture is taken Not LED goes off and 
Picture is taken 

Fail 

5 Off Take picture LED goes off and picture is taken LED Goes off and Picture is 
not taken 

Fail 

6 Off Take picture LED goes off and picture is taken LED Off and Picture taken Success 
7 Off Take a picture of 

the 
LED off and the picture taken of the LED Off and the picture 

taken 
Success 

8 Off Take the picture 
of the 

LED off and the picture taken Success 

10 Off Take the picture 
of the 

LED off and the picture taken Success 

10 Off Take the picture 
of the 

LED off and picture taken LED Off and Picture taken Success 

11 Off Take picture LED off and picture taken LED Off and GaCaptured Success 
12 Off Take Picture LED goes out and Picture Takes LED Off and Picture Takes Success 
13 Off Take Picture LED goes out and Picture Takes LED Goes Off and Picture 

Takes 
Success 

14 Off Take Picture LED goes out and Picture Takes LED Off and Picture Takes Success 
15 Off Take picture of LED off and picture taken of LED Off and Picture taken Success 
16 Off Take picture of LED off and picture taken of LED Not Off and Picture 

taken 
Failed 

17 Off Take picture of LED turn off and picture taken of LED Off and Picture taken Success 
18 Off Take picture of LED turn off and picture taken LED Off and Picture taken Success 
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19 Off Take picture LED goes out and picture LED Off and Picture Not 
taken 

Fail 

20 Off Take picture LED goes out and picture taken LED Goes off and Picture 
taken 

Success 

21 Off Take picture LED turns off and picture taken LED Off and Picture 
Captured 

Success 

22 Off Take picture LED is off and picture taken is LED is Not Off and 
Picture Captured 

Failed 

23 Off Take picture of LED is off and picture is taken LED is off and picture is 
taken 

Success 

24 Off Take picture is LED is off and picture is taken LED is off and picture is 
taken 

Success 

25 Off Take picture is LED off and picture is taken LED is off and picture is 
taken 

Success 

 
Percentage of total success 

 
80% 

 

Table 6 shows the results of testing the command combination to turn off the LED flash and take pictures 

on the ESPCam. It can be seen that of the 25 tests, the majority were successful (20 tests), but failed results 

also occurred in tests 4, 5, 16, 19 and 22. The failed status occurred because ESPCam was unable to carry 

out the appropriate command given by the user via Telegram BOT i.e., the command extinguishes the LED 

flash and takes a picture. Based on the whole test, the average percentage of success reaches 80%. 

Based on all the tests carried out, namely tests 1, 2, 3, 4, 5 and 6, each of which produces an average 

success rate of 84%, 88%, 84%, 88%, 84%, 80%, the average percentage overall success is 84.67%. 
 

V. CONCLUSIONS AND RECOMMENDATIONS 

Based on the tests that have been carried out, it can be concluded that the security camera control system 

using BOT Telegram is already able to work properly based on all the tests carried out, namely tests 1, 2, 

3, 4, 5, and 6, each of which produces an average success rate of 84%, 88%, 84%, 88%, 84%, 80%. So, the 

overall average success rate reaches 84.67%.  The Telegram BOT connection function to ESPCam also 

works well with a success rate of 84%. The functions for taking pictures and turning on or off the LED 

flash work well with success rates ranging from 80% to 88%. 

Suggestions for development for future research can be carried out in terms of image processing 

automation, with the hope that the system will be able to automatically detect motion in the future, or detect 

faces, or recognize faces from users or permitted parties. Methods that may be used include the weighted 

neighbor method [11] or the pattern recognition method [12] or the matrix mode method [13] or using the 

color sorter method [14] or the deep learning method [15] where all of these methods exist. possibility to 

be used in the process of motion detection or detection of the user's face. However, if image improvement 

is needed first, several methods may be used as references, such as the Simple Method, Adaptive-Gaussian, 

and Otsu Binarization Thresholding [16]. 

The next suggestion is considering that this system really needs a good network so that ESPCam can 

communicate with the Telegram BOT (both communication for receiving/sending commands and for 

receiving/sending data), it is very important to ensure the network on the system is properly managed. One 

thing that can be done is to simplify or make it easier for users to make network settings [17], or automate 

the network configuration backup system so that when the system turns off and starts up again there is no 

need to repeat the system configuration, but automatically uses the network configuration that was last used 

[18]. In addition, it is also necessary to first analyze the type of network that will be used, for example VPN 

or OpenVPN if you have started to focus on network security [19], considering that in several fields, VPN 

is proven to be implemented [20]. 

Lastly, considering that this security camera system really needs continuous monitoring, it is very 

important to use a display that supports it. The display used can be of various kinds, for example in the 

form of a desktop application designed using Visual Basic [21], or displayed on a website page [22] [23] 
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[24] or through a display on a mobile-based application, or not even displayed but still stored in an offline 

database [5].  
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